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VERSION

B ShopeePay

Phién ban Ngay ciap nhat Phu trach Noi dung
4.0 15/06/2021 Trang Phan Phién ban dau tién
4.1 28/07/2021 Binh Le Thém:
e Hudng dan st dung app internal
e FAQ cac 16i hay gap khi tich hop
e BBNT ky thuat
4.2 25/08/2021 Trang Phan Thém Response cta Callback
4.3 15/09/2021 Trang Phan Thém params cho redirect url
Muc: Giao dién Redirect
4.4 20/10/2021 Trang Phan Thém:
e Mot sd luu y khi tich hop
e Thém truong user_id_hash & Response
e BO phan Payment Status
e [P whitelist
4.5 23/11/2021 Trang Phan Thém:
e Chi tiét cach hash Signature ctia
redirect
e Tong quan phan biét API cho PC web
va mobile web
4.51 13/12/2021 Trang Phan Thém:
e Response phan co-fund trong Notify
API
4.52 20/12/2021 Trang Phan Thém
e Response phan co-fund trong Check

Transaction Status, Create Refund API




B ShopeePay

1. Gidi thi¢u
Tai liéu nay md ta hinh thirc tich hop giita P6i tic (Merchant) va ShopeePay (SPP) thong qua 2
hinh thac:
a) Merchant Presented Mode (MPM)- Scan QR
Dbi tac tao don hang QR thong qua giao thirc thanh toan véi ShopeePay. Khach hang
(KH) dung app ShopeePay dé quét QR nay. ShopeePay s& thong bao trang thai ciia don
hang thong qua callback

b) App-to-app Redirect (Jump App)
Tir app ciia ddi tac, Khach hang lya chon Vi ShopeePay lam phwong thirc thanh toan. D6i
tac s& chuyén hudng Khach hang qua app cua ShopeePay/ Shopee dé hoan thién viéc
thanh toan. Sau khi thanh toan thanh c6ng, KH c6 thé quay tro vé app ciia dbi tac dé xem
chi tiét don hang hodc thuc hién tiép cac giao dich mua hang khac.

2. Luodng giao dich

2.1. Luéng MPM - Scan QR

(danh cho KH thanh toan thong qua trang web ctia dbi tic mé trén PC, hoic trong trudng hop hién thi QR
trén man hinh may POS)
e Budc 1: Khach hang thao tac trén trang web merchant , dén budc thanh toan don hang, chon
thanh toan bang Vi ShopeePay.
e Budc 2: Server phia merchant goi Create Dynamic QR API & phia ShopeePay dé nhan vé duong
link dé tai QR va hién thi QR cho khach hang quét.
e Budc 3: Khach hang quét dung app ShopeePay/ Shopee dé quét QR, kiém tra thong tin sb tién
don hang va nhap mat khau cta Vi dé tién hanh thanh toan.

Budc 4: ShopeePay hién thi théng bao don hang thanh cong trén app ShopeePay cho khach hang.
Budc 5: Dong thoi, ShopeePay giri thong bao két qua cia don hang cho Merchant théng qua
callback Notify Transaction Status API

e Budc 6: Néu khong nhan dugc callback tir ShopeePay, Merchant c6 thé chi dong goi Check
Transaction Status API dé kiém tra trang thai giao dich.

Luwu y: Dbi v6i truong hop khach hang ding web trén dién thoai, Merchant can phan biét thiét bi KH
dang dung la gi:

e néu PC web thi st dung ludng giao dich trén

e néu mobile web thi sir dung ludng giao dich Jump app.
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1.1 Create dynamic QR I

1:2 Return dynamio QR (urlistring) __

1.3 Display QR to user

2.1 Users scans merchant's dynamic QR

2.2 User authenticates action on app (e.g.
enter pin) to initiate payment

3.1 Initiate merchant payment request

.32 Merchant payment reaponse__

sd Loop / [While no response & < 100s]

I
I
I
|
I
I

I I

1

I

I

I

ﬂ) :[Success] : 3.3 Notify payment status via callback
3.4 Display payment details to cashier

!
I
|

! 4.1 Check payment status request

: 4.2 Payment status response

L e e
I 4.3 Display payment details to cashier

|

|

|

|

I
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1. Tir web cua ddi tac, User chon
thanh toan bang ShopeePay,
merchant hién thi QR code dé
User quét

2. User quét QR code trén app

ShopeePay

3. Hién thi don hang, gi4 tién
sau khi quét ma QR

|

Tap to turn on

Place your camera over the entire QR code to start
scanning.

2028 s
Select Payment Options

MPM Scan
MPM Scan -
104

Coupon

® Wallet Balance(2.000.427 d)

== NamABank *+ssssssses 0001

1l 0d

4. User xac nhan thanh toan don
hang bang viéc nhap mat khau
Vi ShopeePay

5. ShopeePay hién thi trang thai

don hang thanh cong.

2148 -l v

<« Select Payment Options.

MPM Scan
A wusen.
wd
L] Coupon Redeem coupon >

® @ wolet Batance(2.000.427 )

- NAMABSNR ********+2000)

1 2 3
4 5
7 8 9

Transaction Details

Completed

Total Amount

Product

Payment Amount

Product Price
ShopeePay Ref.
Merchant Ref.

More Details

Test Jump App Trang

20.000 4

20.000 4

20.0004
1007213091
Test020
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2.2. Luéng App-to-app (Jump App)

(danh cho KH thanh toan thong qua tmg dung cuia ddi tac, hodc trang web cta d6i tic mo trén mobile)

e Budc 1: Khach hang chon phuong thirc thanh toan Vi ShopeePay trén app cua ddi tac. Poi tac
tién hanh goi Create Order API dé lay redirect_url va nhay sang app ShopeePay.

e Budc 2: ShopeePay hién thi thong tin don hang tir redirect_url. Khach hang kiém tra sé tién ciia
don hang va nhap mat khéu cta Vi dé hoan tat viéc thanh toan.

e Budc 3: ShopeePay hién thi két qua ciia giao dich trén app ShopeePay cho Khach hang. Khach
hang c6 thé diéu hudng quay lai app ctia Merchant (bang gié tri return_url ma di tac da truyén
lac goi Create Order API). App merchant hién thi két qua giao dich cho KH.

e Budc 4: Pong thoi luc ndy, ShopeePay server sé& truyén trang thai giao dich thong qua callback
Notify Transaction Status. Ddi tac cling c6 thé chu dong goi Check Transaction Status dé kiém
tra trang thai thanh toan.

Luu y: Khong dung redirect return_url & Bude 3 dé danh gia giao dich thanh cong hay khong. Chi nén tin
cay trang thai giao dich qua thong bao tir phia server ShopeePay (Budc 4).
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1.1 Select products’
sarvice for checkeut

1.3 Call forder/create API

1.2 Create order

1.4 Create payment

[
[

I

I 1.5 Return SPP redirect loken for order
: URL with payment lokern

1.6 Return data with
SPP redirect UAL

2.1 User confirms lo Pay
by ShopeaPay, App chacks

il Shopee app is installed 2.2 Jump app lo ShopeePay

app with payment loken

3. Display payment
details

4.1 User initiales payment
' by authorising with
ShopeePay PIN/biometrics

4.2 Initiate payment

alt Tiel)

4.4 Notity payment result 4.3 Return payment stalus
— e »

4.5 Notify payment response

ssssmsssssssssssssssssssnassad

5 Jump back 1o pariner app us‘ng' redirect url

6.1 Chack status 1
i |
(payment_relarence_id) 6.2 Chack slalus i
I (payment_refarence_id) I
I - I
I |
| 6.3 Check stalus response |
| 6.4 Chack status response [payment_reference_id) |
(payment_reference_id)  [leec oo onmom oo e !
< i
| |
! !
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1. User chon phuong thirc thanh
toan ShopeePay & trén app ddi
tac.

2. User dugc chuyén huéng qua
app ShopeePay

3. Hién thi thong tin chi tiét ctia d
hang dé User xac nhan
trudc khi bam Thanh toan

Client's App

Select payment Method

B Shopee
Pay

ShopeePay Name Name

13:11 ol = -

& pay.uat.airpayvn [u]

20.0004

‘Secured by Shopeeray [

Payee Test Jump App Trang

(Q !1seems thatyou harven't nstalled ShopesPay App yet. You
‘can continue this payment by the following options:

Open Shopee App

B Download ShopeePay

Cancel Select Payment Options

Test Jump App Trang
M Testuump App Trang -
20.000 4

] Coupon >
@® () Wallet Balance(1.980.001 4)

= NamABank **+#+++++ 0001

vl 20.000d

4. User xac nhan thanh toan
bang cach nhap mat khiu Vi
ShopeePay

5. User thanh toan thanh cong,
hién thi trang thai thanh cong
cho User ¢ app ShopeePay

6. Chuyén hudng vé lai app/web
clia dbi tac

< Enter Passcode

Forgot Passcode?

1 2 3
4 5 6
7 8 9

0 (€3]

&« Transaction Details

Completed

Total Amount 200004

Product Test Jump App Trang
Payment Amount 20.0004d
Product Price 20.0004d
ShopeePay Ref. 1007213091
Merchant Ref. Test020
More Details >
t
19006906

Client's App

v

SUCCESS




3. Huéng dan st dung app internal

B ShopeePay

Khi tich hop, phia ShopeePay s& giri ban build internal cho ca Android 13n i0S dé phia déi tac c6 thé sir
dung khi tich hop. Khi login vao tai khoan do phia ShopeePay cung cip, ddi tic can 1am theo huéng dan
sau dé vao duoc moi truong UAT:

e Android:

Connection s TEST

B ShopeePay

Enter phone number
Vietnam >

+84 |

1. Chon Connection settings

e iOS:

16:04 7 e

B ShopeePay

Nhap S8 Bién Tho:

Vietnam

Server Environment

CANCEL

2. Kéo vé méi trwang UAT

16:05 7 e

B ShopeePay

Thoat

Vietnam

16:057 e
Close Debug Pane Forbidden
Ci tion Settings
Server Environment Test
AJB Test

Current A/B Test Content
Basic Infos

User ID: 0 (click to copy)
App Info

Data & Action Mock
close home menu request
mock enforce KYC
RHAAEIRRIF R
Performance Tool
monitor memory leak
show fps

CCMs

Ul Components Demo

16:05 e

Close Debug Pane Forbidden

Server Environment

LIAT

4.

Always use main server

User ID: O (click to copy)
App Info

Data & Action Mock
close home menu request
mock enforce KYC
RAAEIRBIFR
Performance Tool
monitor memery leak
show fps

CCMs

Ul Components Demo

1. Diing 2 ngén tay bAm vao 4. Kéo vé& moi truong UAT
man hinh vai lan dé hién thi icon
ShopeePay

2. Chon icon ShopeePay

3. Chon Server Environment
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4. Yéu cau tir phia hé thong

4.1. Giao thuc két ndi

Component Format/Method

Transfer Mode HTTPS

Submit Mode POST Method

Date Format UNIX

Char Encoding UTF-8

Signature HMAC, SHA-256, Base64
4.2. Headers

Khi merchant goi API phia SPP hoic khi phia SPTP goi API bén phia merchant, trong request header can

giri kém 2 tham s6 sau:

Name

Description

X-Airpay-Clientld

Tham s6 dinh danh dich vu - phia SPP cung cép khi tich hop

X-Airpay-Req-H

Chir ky s6 cua ban tin - dbi tac dung secretKey phia SPP cung cp dé xac thuc

Header ciia phan Response tir phia SPP ciing s& luén bao gdm tham sé:

Name

Description

X-Airpay-Resp-H

Chir ky s6 cua ban tin response - dbi tac ding secretKey dé xac thuc

4.3. Sb tién don hang

Format: Integer

Gia tri don hang cin nhén 100 so véi gia tri thuc. Vi du: don hang c6 gia tri 1a 10.000 VND, thi
Request phai truyén “amount”: 1000000

e Currency: VND

10



Environment

UAT

LIVE

4.4.

4.5.

4.6.

MGoi truong

Domain

https://api.uat.wallet.airpay.vn

https://api.wallet.airpay.vn

IP Whitelist

Vui long whitelist danh sach IP tir phia server ciia ShopeePay nhu sau
Moi truong UAT: 143.92.69.7 , 203.162.56.17
Méi truong LIVE:

103.78.79.131
103.78.79.132
125.212.198.129
125.212.198.130
203.116.161.65
203.116.161.66
203.116.124.9
203.162.56.17
143.92.76.1
143.92.76.2

Bao mét

B ShopeePay

Két ndi gitta merchant va SPP can duoc xac thuc bang cac phuong phap nhu sau:

Tinh hudng

Merchant

ShopeePay

Merchant goi
API cta SPP,
SPP phan hoi

header

header

e  Guri kém chir ky sd trong request

e Xac thyuc chir ky sb trong response

e Xic thyc chit ky sd trong request

header cuia goi tin

SPP goi APIciia | ® Kiém tra IP goi t6i c6 nam trong

merchant

khong

danh sach IP bén SPP cung cap hay

N/A

11




B ShopeePay

e Xac thuc chir ky sb trong request
header ctia go6i tin

Python

Chir ky s6 - Signature duoc tao tir Request body hodc Response body nham xac thuc
Request/Response d. Vui 1ong lién hé véi team K§ thut phia ShopeePay dé duoc cung cip
secretKey cho qua trinh tich hop.

Trong qua trinh tich hop, ShopeePay s& goi bd tham sb trén méi trudng UAT trude cho ddi tac
thuc hién goi testing, khi 2 bén két thic nghiém thu + hoan thanh BBNT, ShopeePay s€ goi b
thong tin trén moi truong LIVE sau d6 dé tién hanh go LIVE.

Trong qué trinh phat trién san pham, ShopeePay s& c6 mot s6 thay d6i nhu thém mot s6 params
trong Request/ Response, do vay vui 10ng hash toan bé phin payload/ Body dé tranh truong hop
bi 18i thong tin hash thay vi chi hash nhing params ¢ dinh tir ban API da c6.

Signature dugc gen bang thuat toan HMAC SHA256.

Sample code tao chit ky:

import hmac
import hashlib
def generate signature(request_json):
return hmac.new(<secret_key>, request_json, hashlib.sha256)
.digest()
.encode('base64')
rstrip("\n")

12
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Golang import (
"crypto/hmac"
"crypto/sha256"
"encoding/base64"
)

// Sign - sign the "payload’ with ‘key’
func Sign(payload, key []byte) string {
mac := hmac.New(sha256.New, key)
// Cannot return error
if _, err := mac.Write(payload); err !=nil {

nn

return

}
return base64.StdEncoding.EncodeToString(mac.Sum(nil))

Javascript let hash = CryptoJS.HmacSHA256(body, secret)
let sig = CryptoJS.enc.Base64.stringify(hash).replace(/\n+$/, ")

(more sample:

https://www.jokecamp.com/blog/examples-of-creating-base64-hashes-using-hmac-sha256-in-different-lan

guages/ )

5. APIs

5.1. Tbéng quan

Tuy vao yéu cau nghiép vu cua ddi tac, s6 lugng API st dung c6 thé thay doi. Déi tac co thé dua vao
bang sau dé can nhic:

Dbi véi truong hop Déi tac tich hop 1én web, s& ¢6 2 truong hop chinh ma ddi tac cin phan biét PC hay
mobile:

13
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B ShopeePay

- Néu User thanh toan trén PC: Dbi tac goi Create Dynamic QR API — SPP tra vé url c6 QR —
Déi tac tai QR ndy vé + customize dé hién thi cho User trén platform cta ddi tac — User dung

app SPP dé quét
- Néu User thanh toan trén mobile: Pdi tac goi Create Order API — SPP tra vé url dé tién hanh

auto jump app qua app SPP

API Muc dich Bit bujc?

Create Dynamic QR Tao QR code C6 (néu dbi tac 1am PC web

flow)

QR Invalidate Vo6 hiéu QR code Khong

Check Transaction Status Vén tin trang thai giao dich Co

Notify Transaction Status Thong bao két qua giao dich Co

Create Refund Hoan tién Khong (dbi tac c6 thé Hoan tién
trén Merchant Portal do SPP
cung cip)

Create Order Tao giao dich jump app C6 (néu d6i tac lam App to App

flow hoac mobile web)

Order invalidate

V6 hi¢u giao dich jump app

Khong

5.2. Create Dynamic QR (Merchant - SPP)

Muc dich Tao QR bao gom sd tién cua don hang va ma reference ID duy nhét cho ting don
hang
Extension /v3/merchant-host/qr/create

Request Parameters

Field
request _id
amount

currency

Type
string
int64

string

Mandatory Description

Y Ma request, unique cho moi ban tin
Y S6 tién giao dich
Y VND

14




merchant_ext_id

store_ext id

payment_reference id

expiry_time

terminal id

additional info

promo _ids

Response Parameters:

string

string

String

(25)

uint32

String
(20)

string

string

B ShopeePay

M3 dinh danh dbi tac, bén phia SPP cung cép

Ma dinh danh ctra hang, bén phia SPP cung
cap

M3 hoa don phia ddi tac, unique cho tirng don
hang (max 64)

Thoi gian hi¢u lyc - Unix timestamp (second)

Néu dbi tac khong truyén thong tin nay thi gia
tri mdc dinh 1a 20 phut ké tir lic don hang
duoc khoi tao.

M3 dinh danh terminal cua ddi tac

Thong tin bd sung. Déi tac co thé truyén thém
thong tin don hang vao day, phia SPP s& hién
thi cac thong tin nay ¢ merchant portal dé
thuan tién cho viéc dbi soat.

Format JSON:
"additional info":"
{\"field1\":\"contact12344\",
\"field2\":\"Wang\",

\"field3\":\"Florence\"}

= cac gia tri fieldl, field2, field3 s€ hién thi
trén bao cdo twong tng. Luu ¥ 1 d6i tac chi hd
trg t6i da 3 extra param trong field nay.

Ma khuyén mai ding theo timg SKU bén dbi
tac. Néu ddi tac mudn gii han SKU dé hudng
KM bén SPP, thi vui long chia sé gia tri nay
offline v&i team SPP

(134

Dung dau phay “,” d€ tach n€u c6 nhiéu gia tri

15
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Field Type Description

request_id string Gia tri request_id trong request

errcode int32 Error code

debug_msg string MO ta 16i

store_name string Tén ctra hang

qr_content string QR string dudi dang text

qr_url string URL dé tai hinh anh QR, hiéu lyc 5 phit
Sample Request:

{

"request_id": "request002",
"store_ext_id": "12345",
"merchant ext id": "012345",
"amount": 1000,

"additional info": "",
"currency": "VND",
"expiry_time": 1628468447,

"payment reference id": "payment qr002"

}

Sample Response:

"request_id": "request002",

"errcode": 0,

"debug_msg": "success",

"qr_content":
"00020101021226620013vn.airpay.www0141012107061901006068215iT6qnyCITk6v1jOUVRTV5204581253037045402105
802VN5908MPM Scan6304BCIC",

"qr_url":
"https://api.uat.airpay.vn/merchanttools/qrcode?code=MDAwWMjAXMDEwWMjEyM;Y2MjAwMTN2biShaXJwY Xkud3d3MDE
OMTAXMEwWNzA2MTkwMTAWNjA20DIXNWIUNnFueUNJSWs2djFqT1 V2UIRWNTIWNDU4MTIIMzAzZNzZAONTQwMj
EwNTgwMIZONTkwOE1QTSBTY2FuNjMwNEJDOUM="

16
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}

5.3. QR Invalidate (Merchant - SPP)

Muc dich Dung QR Invalidate API dé vo hiéu hoa thong tin thanh toan cua 1 QR néu nhu don
hang nay da bi closed/cancelled ¢ phia Merchant. M4t khi QR bi v6 hiéu hoa thanh
cong, thi QR code vdi reference ID nay s& khong con gia tri dé thanh toén nita.

Extension /v3/merchant-host/qr/invalidate

Request Parameters

Field Type Mandatory Description
request _id string Y Ma request, unique cho moi ban tin
merchant_ext_id string Y Mi dinh danh dbi tac, bén phia SPP cung cap
store_ext id string Y Ma dinh danh ctra hang, bén phia SPP cung
cap
payment_reference id string Y M3 hoa don phia ddi tac, unique cho ting
don hang.
Response Parameters
Field Type Description
request_id string Gia tri request_id trong request
errcode int32 Ma 101
debug msg string Mo ta 101
Sample Request:
1-{
2 "request_id": "unique-request-identifier-here",
3 "payment_reference_id": "payment-ref-in-qr",
4 "merchant_ext_id": "externalmerchant"”,
5 "store_ext_id": "externalstore"
6 }

17
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Sample Response:

"request_id": "unique-request-identifier-here",
"errcode": @,
"debug_msg": "success"

U W N

1

5.4. Check Transaction Status (Merchant - SPP)

Muc dich Van tin trang thai ctia don hang

Extension /v3/merchant-host/transaction/check

Néu API nay tra két qua:
e Success - dimg payment process. Pdi tic ghi nhan giao dich nay thanh cong.
e Not found - thir giao dich lai tir déu
e No response - tiép tuc retry:
o Retry: nén retry vao khoang thoi gian ting dan. SPP goi y ddi tac co thé goi theo cac mdc
thoi gian sau:
m 5 seconds
m 10 seconds

m 30 seconds
e Néu retry sau 30 seconds va van no response tir phia ShopeePay, Ddi tac co thé can nhic giao
dich timeout. Nhitng giao dich timeout nay c6 thé settle vao T+1 tiy vao quy trinh dbi soat véi
ShopeePay.

Request Parameters

Field Type Mandatory Description
request_id string Y Ma request, unique cho moi bén tin
reference_id string Y Ma héa don ciia di tac, twong tmg voi gid

tri payment_reference id

transaction_type uint32 Y Loai giao dich

18



merchant_ext_id

store_ext_id

Response Parameters

request_id

debug msg
payment_method

transaction

reference id

amount

transaction_sn
status
transaction_type
create time
update time
user_id_hash
merchant ext id
store_ext id
terminal id

promo_id_applied

string

string

int64

Type

string
int32

string
uint32
object
string

int64

string
uint32
uint32
uint32
uint32
string
string
string
string

string

B ShopeePay

M3 dinh danh dbi tac, bén phia SPP cung
cap

Ma dinh danh cira hang, bén phia SPP cung
cap

S tién giao dich

Description

Gia tri request_id trong request

Error code

MO té 16

Hinh thic thanh toan

S& tra vé rong néu khong tim thy giao dich
Ma hoéa don cia déi téc

Sb tién giao dich

Ma giao dich unique bén phia SPP

Trang thai giao dich (Trang thai giao dich)

Loai giao dich (Loai giao dich)

Thoi gian khdi tao

Thoi gian cdp nhat

Ma dinh danh nguoi dung unique bén SPP

M3 dinh danh dbi tac, bén phia SPP cung cip
Ma dinh danh cira hang, bén phia SPP cung cép
M3 dinh danh terminal

Mai khuyén mai ap dung v6i don hang nay.

19
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co_funding object Luu y: Chi tra thong tin néu Ddi tac tham gia co-funding
(tro gia) voi SPP
e promotion ext name | string Tén chuong trinh khuyén mai
e redeemed promotion = int64 S tién khuyén mii ma Khach hang dugc hudng
_amount . o o
Luu y: Doi voi giao dich Refund, so tién nay s€ 1a so tién
ma ShopeePay thu hoi lai tu khach hang
e redeemed promotion = uint32 Vui 1ong xem Hinh thtrc khuyén mai
_type
e co funding cost am int64 S tién Ddi tac tro gia cho don hang nay
ount ) o
Luu y: Doi voi giao dich Refund, day 1a so tién co-funding
ma Dai tac khong bi trir cho GD nay (hoac c6 thé hiéu la so
tién co-fund con lai ctia doi tac)
Sample Request:
{
"request id": "requestcheck2012 01",
"reference id": "Testl512 04",
"merchant ext id": "012345",
"store ext id": "12345",

"transaction type":13,

"amount":2000000

Sample Response:
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"request id":

"errcode": O,

"debug msg": "success",

"payment method": 16,

"transaction": {

"94c0782ab7990450e3916a0£94b95b67bdf060£9361ecdab0e405¢c29b11a43a0",

"store ext id": "12345"
by
"co funding": {
"promotion ext name": "Trang test cofunding",
"redeemed promotion amount": 45000,
"redeemed promotion type": 3,
"co funding cost amount": 22500

"reference id": "Testl512 04",
"amount": 2000000,
"create time": 1639557856,

"update time": 1639557906,

"transaction sn": "1012006391",
"status": 3,

"transaction type": 13,
"merchant ext id": "012345",

"user id hash":

"requestcheck2012 01",
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5.5. Notify Transaction Status (SPP - Merchant)

Muc dich Phia SPP goi API nay phia merchant host dé thong bao don hang thanh cong
callback tir SPP chi théng bdo cho don hang thanh c¢éng. doi véi cdc trang thai
vui [0 Tr
Extension <bén dbi tac cau hinh va giri lai endpoint IPN cho ShopeePay>

Request parameters

Field

amount
transaction_sn
payment _method
user id hash

merchant_ext id

store_ext id

terminal id

reference_id

transaction_status

co_funding

Type
int64
string
uint32
string

string

string

string

string

uint32

object

Description

Sé tién giao dich

Ma giao dich unique bén phia SPP

Hinh thirc thanh toan

Ma dinh danh KH unique bén phia ShopeePay

Ma dinh danh dbi tac, bén phia SPP cung cip

M3 dinh danh cira hang, bén phia SPP cung cép

M3 dinh danh Terminal cua d6i tac
M3 hoa don unique bén ddi tac.

Tuong irng véi gia tri payment_reference id khi phia
merchant khoi tao don hang véi SPP.

Trang thai giao dich

Luu y: Chi tra thong tin néu Déi tac tham gia co-funding
(tro gid) voi SPP

* ShopeePay Merchant Portal s& hién thi s6 tién
co-funding nay dé Péi tac tién ddi soat. HDSD Merchant
Portal s& duoc team BD ShopeePay gai cho di tac khi
tich hop.
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e promotion_ext na string
me
e redeemed promoti | int64
on_amount
e redeemed promoti | uint32
on
_type
e co funding cost a | int64
mount
Sample callback:
) “"amount": 200082a,
"merchant_ext_id": "@12345",
"payment_reference_id": "requestjumpappezz”,
"payment_method”: 16,
"payment_status": 1,
"reference_id": "requestjumpappe22”,
"store_ext_id": "@12345",
"terminal_id": ™",

"transaction_sn": "18€7213@91",
"user_id hash": "152bf@2774a3a33celad8efee3a3addfd3f56c7666019842a7c993424934656b2™

i

Sample callback (co-funding):

B ShopeePay

Tén chuong trinh khuyén mai

S6 tién khuyén mai ma Khach hang duoc huong

Luu ¥: D6i voi giao dich Refund, s6 tién nay s& 1a s6 tién
ma ShopeePay thu hoi lai tir khach hang

Vui 10ng xem Hinh thirc khuyén mai

S6 tién Dbi tac tro gia cho don hang nay
Luu y: D6i voi giao dich Refund, day 14 sé tién

co-funding ma Déi tac khong bi trir cho GD nay (hodc co
the hi€u la so tién co-fund con lai ctia doi tac)
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"amount”: 4008688,
"payment_method™:

merchant_ext_id":

[

ransaction_sn™:

+

"transaction_statu
“reference_id™: "

"co_funding”: {

"ex_coupon_nama":

"coupon_benefit”

"co_funding_amou

ransaction_type":

15,
"@12345",

“store_ext_id™: "12345",

"1@12808791",
13,
s7= 3,

est1512 @s5",

"Trang_test_cofunding”,
: 0REE6,
nt": 45088,

"coupon_benefit_type": 3

1
I

"user_id_hash™: "94c@8782ab799b450e3916a8T94b95b67bdf@68TI361ecdabBed485c2%9b11a4320"

i

Response parameters:

Field

errcode

debug msg

Type Mandatory
int32 Y
string N

Giao dién Redirect

Description

Error code to specify the error

returned

- 0: success

Debug message to provide more

information

B ShopeePay

Khach hang sau khi thanh toan xong s& duoc chuyén (redirect) tir app ShopeePay vé trang mua hang cta
dbi tac dua vao field “return_url” ma dbi tic da truyén 1énh tir Create Order ltc tao don hang. ShopeePay
s& dinh kém thém mot s6 tham s ¢ dinh dang nhu sau:

Sample:

return_url? amount=1000&client_id=11000193&reference_id=Test returnURL 015&result code=204&
signature=LZJKgra6apb8-wNJE7pDEVNbiVfq5uzhfk41YJJLr1E%3D

Parameter

Description

Remark

amount

s tién ctia don hang (d3 dugc nhan vai 100)
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client id

12 tham sb cua Client ID

reference id

1a mi don hang cua dbi tac, twong tng voi
payment_reference id

result code

Két qua trang thai cua don hang tir phia front-end:

100: thanh toan thanh cong

- 201: thanh toan di bi hary/ khach bam huy
thanh toan trén SPP

- 202: thanh toan that bai. Ddi tac c6 thé st
dung reference_id méi dé thir lai chr
khong dung lai id cii vi don nay da that
bai roi.

- 203: thanh toan dang x1r Iy

- 204: don hang hét han

-: két qua nay chi
mang tinh chat théng bao
két qua ¢ phia front-end. Dé
cap nhat trang thai giao
dich, déi tac can dua vao
query trang thai tr phia
server

transaction_sn

ma don hang tir phia ShopeePay

Luu y: chi nhitng don hang
thanh cong/ dang xur Iy mdi
c6 param nay trong redirect
url

signature

encrypted tt ca cic params & trén bang SHA256
voi secret key va base64 url encoded

Dung Base64.URLEncoding

Luu y: D6i voi server
callback SPP dung standard
base64, tuy nhién dbi véi
redirect ¢ front-end ndy s€
dung safeURL base64

Phan body dé hash tao
signature khong phai JSON
format, ma dung toan bo
phan params tir trong
redirect:

Vi du redirect:
https://www.google.com/?a
mount=1000&client_id=110
00056&reference id=UAT_
param_2709 01&result_cod
e=201&signature=sqqw_Srr
gzUulZjsAMjkch-OLmoNB
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https://www.google.com/?amount=1000&client_id=11000056&reference_id=UAT_param_2709_01&result_code=201&signature=sqqw_5rrgzUuIZjsAMjkch-QLmoNBqsTnz1TgDtomTw%3
https://www.google.com/?amount=1000&client_id=11000056&reference_id=UAT_param_2709_01&result_code=201&signature=sqqw_5rrgzUuIZjsAMjkch-QLmoNBqsTnz1TgDtomTw%3
https://www.google.com/?amount=1000&client_id=11000056&reference_id=UAT_param_2709_01&result_code=201&signature=sqqw_5rrgzUuIZjsAMjkch-QLmoNBqsTnz1TgDtomTw%3
https://www.google.com/?amount=1000&client_id=11000056&reference_id=UAT_param_2709_01&result_code=201&signature=sqqw_5rrgzUuIZjsAMjkch-QLmoNBqsTnz1TgDtomTw%3
https://www.google.com/?amount=1000&client_id=11000056&reference_id=UAT_param_2709_01&result_code=201&signature=sqqw_5rrgzUuIZjsAMjkch-QLmoNBqsTnz1TgDtomTw%3
https://www.google.com/?amount=1000&client_id=11000056&reference_id=UAT_param_2709_01&result_code=201&signature=sqqw_5rrgzUuIZjsAMjkch-QLmoNBqsTnz1TgDtomTw%3

B ShopeePay

gsTnzl TgDtomTw%3

Thi phan hash, body sé& dung
voi format:
amount=1000&client_id=11
000056&reference id=UAT
_param 2709 03&result co
de=201

5.6. Create Refund (Merchant - SPP)

Muc dich

Hoan tién giao dich da thanh cong

Extension

/v3/merchant-host/transaction/refund/create-new

Request Parameters

Field Type

request_id string
reference id string
transaction_type uint32
refund_reference id string
merchant ext id string
store_ext_id string
amount int64

Mandatory
Y

Y

Description
Ma request, unique cho moi ban tin

Ma hoa don cia doi tac, twong ung véi gia
tri payment_reference id

Loai giao dich
Mai hoéa don hoan tién unique cua ddi tac -
lwu ¥ khic v6i ma hoa don gbc
(reference_id)

M3 dinh danh dbi tac, bén phia SPP cung
cap

Ma dinh danh ctra hang, bén phia SPP cung
cap

S6 tién hoan tra (co6 thé hoan tra tién bd
hodc hoan tra 1 phan - tlly vao nhu cau cua
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https://www.google.com/?amount=1000&client_id=11000056&reference_id=UAT_param_2709_01&result_code=201&signature=sqqw_5rrgzUuIZjsAMjkch-QLmoNBqsTnz1TgDtomTw%3

Response Parameters

Field
request_id
errcode
debug msg
transaction

e reference id

® amount

e transaction sn

e status

e transaction type
e create time

e update time

e user_id hash

e merchant ext id
e store ext id

e terminal id

co_funding

e promotion_ext na
me

Type
string
int32
string
object

string

int64

string
uint32
uint32
uint32
uint32
string
string
string
string

object

string

B ShopeePay

phia merchant nhung can bao trudc cho bén
SPP)

Description

Ma request gui ¢ request

Ma 16i

M5 ta 16i

Tra vé rong néu khong c6 giao dich

Ma héa don hoan tién unique cia doi tac

Sé tién hoan tra

Ma giao dich hoan tién trén hé théng SPP

Trang thai giao dich

Mic dinh 15 - danh sach day du phan Ma trang thai
Thoi gian khéi tao

Thoi gian cdp nhat

Ma dinh danh KH bén phia SPP

M dinh danh dbi tac, bén phia SPP cung cip

M3 dinh danh cira hang, bén phia SPP cung cép
M3 dinh danh terminal cua d6i tac

Luu y: Chi tra thong tin néu Pdi tic tham gia
co-funding (tro gid) voi SPP

Tén chuong trinh khuyén mai
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e redeemed promoti int64
on_amount

e redeemed promoti uint32
on
_type

e co funding cost a int64
mount

Sample Request:

B ShopeePay

S6 tién khuyén mai ma Khach hang dwgc huong

Luu y: Di voi giao dich Refund, s6 tién nay s& 1a
s0 tien ma ShopeePay thu hoi lai tir khach hang

Vui long xem Hinh thiic khuyén mai

S tién Déi tac tro gia cho don hang nay

Luu y: Pdi voi giao dich Refund, day 1a sd tién
co-funding ma Dai tac khong bi trir cho GD nay
(hoac c¢6 thé hiéu 1a so tién co-fund con lai ctia doi
tac)

"request id": "refund2012 01",

"reference id": "Test2012 02",

"refund reference id": "refund2012 1",

"merchant ext id": "012345",
"store ext id": "12345",
"transaction type":13,

"amount":10000000

Sample Response:

{

"request id": "refund2012 01",

"errcode": O,
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"debug msg": "success",
"transaction": {
"reference id": "refund2012 1",

"amount": 10000000,
"create time": 1639986815,

"update time": 1639986815,

"transaction sn": "1012008591",
"status": 3,

"transaction type": 15,
"merchant ext id": "012345",

"user id hash":
"94c0782ab7990450e3916a0f94b95b67bdf060f9361ecdab0ed405¢c29011a43a0",

"store ext id": "12345"

by

"co_funding": {
"promotion ext name": "Trang test cofunding",
"redeemed promotion amount": 2500000,
"redeemed promotion type": 3,

"co funding cost amount™: 1250000

5.7. Create Order (Merchant - SPP)

Muc dich Tao don hang thanh toan qua ShopeePay trong truong hop app-to-app hoac mobile
web
Extension /v3/merchant-host/order/create
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Request Parameters

Field
request_id

payment_reference id

merchant_ext id

store_ext id

amount
currency

return_url

platform_type

expiry_time

additional info

Type
string

string

string

string

int64
string

string

string

uint32

string

Mandatory

Y

Y

N

N

B ShopeePay

Description
Ma request, unique cho moi ban tin

Mi héa don ciia dbi tac, twong tmg voi gia
tri payment_reference id

M3 dinh danh dbi tac, bén phia SPP cung
cap

Ma dinh danh ctra hang, bén phia SPP cung
cap

S6 tién giao dich

VND

Puong link dé quay trd lai app/web cua ddi
tac sau khi thanh toan thanh cong.

HJ trg input 12 website URL 1an app
schema.

Mbi truong giao dich bén phia dbi tac:
. 65app’7
. ‘Gpc’7
e “mweb” (mobile web)

Thoi gian hiéu lyc - Unix timestamp
(second)

Néu ddi tac khong truyén thong tin nay thi
gia tri méc dinh 1a 20 phut ké tir lac don
hang duoc khai tao.

Thong tin bo sung. Ddi tac co thé truyén
thém thong tin don hang vao day, phia SPP
s& hién thi cac thong tin nay & merchant
portal dé thuan tién cho viéc ddi soat.

*Pang ky nhitng truong thong tin nay offline

qua email hodc group chat & PM cua SPP
cAu hinh.
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promo_ids

Response Parameters

Field
request_id
errcode
debug msg

redirect url http

Sample request:

string

Type
string
int32
string

string

N

B ShopeePay

Format JSON:
"additional info":"
{\"field1\":\"contact12344\",
\"field2\":\"Wang\",

\"field3\":\"Florence\"}

= cac gia tri fieldl, field2, field3 s€ hién thi
trén bao cdo tuong tmg. Luu ¥ 1 d6i tac chi
hd tro toi da 3 extra param trong field nay.

M3 khuyén mai ding theo tirng SKU bén dbi
tac. Néu ddi tac mudn gidi han SKU dé
huéng KM bén SPP, thi vui long chia sé gia
tri nay offline véi team SPP

9

Dung dau phay “,” dé tach néu c6 nhiéu gia
tri

Description

Ma request guii 6 request

Ma 16i

M5 ta 16i

Tra vé dudng link mo trang web bén phia ShopeePay - tir

phia dudng link nay s& jump tiép qua app ShopeePay dé
KH hoan thanh giao dich.

Sample link:
"https://pay.uat.airpay.vn/hSpay/pay?type=start&app id=11000056&ke

y=yaJcb4c4e0224174d24c&order id=Test027&return_url=aHROcHM6
Ly93d3cuZ29vZ2xILmNvbS8%3D&source=web"
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"request_id": "requestjumpapp027",
"store ext id": "12345",
"merchant_ext id": "012345",

"amount": 100000000,

"return_url": "https://www.google.com/",
"platform_type": "mweb",

"currency": "VND",

"expiry_time": 1628468447,

"payment reference id": "Test027",

"o

"additional info":

Sample Response:

"request_id": "requestjumpapp027",
"errcode": 0,

"debug_msg": "success",

"redirect_url_http":

"https://pay.uat.airpay.vn/hSpay/pay?type=start&app id=11000056&key=yalcb4c4e0224174d24c&order id=Test027&return
url=aHROcHM6Ly93d3cuZ29vZ2xILmNvbS8%3D&source=web"

}

5.8. Order Invalidate Status (Merchant - SPP)

Muc dich V6 hiéu hoa reference ID néu don hang nay di bi hily & phia ddi tac. Mot khi goi
API nay thanh cong dé vo hiéu hoa, “redirect url http” s& khong c6 gia tri dé thuc
hién thanh toan nira.

Extension /v3/merchant-host/order/invalidate

Request Parameters
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Field Type Mandatory Description

request _id string Y Ma request, unique cho moi ban tin

merchant_ext_id string Y Mi dinh danh dbi tac, bén phia SPP cung cip

store_ext_id string Y Ma dinh danh ctra hang, bén phia SPP cung
cap

payment reference id string Y Mai hoa don phia d6i tac, unique cho ting
don hang.

Response Parameter

Field Type Description
request_id string Gia tri request_id trong request
errcode int32 Ma 16i
debug msg string Mo ta 16i
Sample Request:
1 {
2 "request_id": "unigue-request-identifier-here”,
3 "merchant_ext _id": "externalmerchant”,
4 "store_ext_id": "externalstore",
5 "payment_reference_id": "original-jump-app-payment-ref-to-be-invalidate”
6 )

Sample Response:

T q

2 "reguest _id": "unigque-request-identifier-here"”,
3 "errcode": @,

4 "debug_msg": "success"

5
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6. Ma trang thai va ma 10i

6.1. Loai giao dich

Transaction type Value
Giao dich thanh toan 13
Giao dich hoan tién 15

6.2. Trang thai giao dich

B ShopeePay

Transaction status Value
Transaction processing 2
Transaction successful 3
Transaction failed 4

6.3. Hinh thirc thanh toan

POI methods offered Value
MPM Dynamic only 2
CPM only 4
Jump App only 16
Account Linking Mode only 128

6.4. Ma I6i chung

Value Description

34



B ShopeePay

-2 A server dropped the connection

-1 A server error occurred

0 Success

1 Request parameters error, such as missing mandatory parameters

2 Permission denied

4 Merchant/store/transaction not found

5 Payment processing, use Notify Transaction Status or Check Transaction Status for

updated payment status

6 The user making the payment has not completed wallet activation
7 Expired

9 User’s account is banned

11 Duplicate request/transaction

15 Payment amount exceeded limit

24 User's account is frozen

42 Insufficient balance

101 User wallet limit exceeded

102 User wallet limit exceeded

103 User exceeded daily payment limit

Limit will reset the next day

104 User wallet limit exceeded

105 Authorisation code is invalid

121 Client attempts to update completed transaction
126 User transaction limit reached

140 User wallet limit exceeded

150 Active linking count threshold reached

301 Invalid payment code or QR content
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303 Merchant is trying to make payment to their own user account
304 Refund cannot be processed due to payment exceeding validity period
305 Merchant invalid
452 Unable to invalidate order as payment ref id cannot be found
601 Request to refund a payment transaction does not meet rules. This error is also
returned during refund block periods, set at 11.55pm to 3am by default.
This timing is subject to changing during campaign periods or system maintenance.
602 Request to refund a payment transaction is unsuccessful
627 Invalid promo_ids
1001 User is not allowed to make the transaction
1002 This service is currently under maintenance
6.5. Hinh th&rc khuyén mai
Promotion types Value
Coins 1
Cashback 2
Discount 3

7. Merchant Portal

Bén phia ShopeePay s& cung cip 1 trang web portal dé phia merchant c6 thé dang nhap vao va xem danh
sach cac giao dich thanh toan qua ShopeePay dé thuc hién dbi soat/hd tro van hanh.

UAT env: https://business.uat.shopeepay.vn/
LIVE env: https://business.shopeepay.vn/
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o Level 1 - Staff: c6 quyén xem danh sach giao dich
o Level 2 - Manager: c6 quyén xem danh sach giao dich + thuc hién hoan tién giao dich

trén merchant portal

8. Kich ban test nghiém thu

Bén dbi tac ¢6 thé 1am theo kich ban sau khi nghiém thu dich vu. Team BD s& gdi qua email BBNT cho

Phia ShopeePay sé& setup tai khoan va giri cho phia merchant dé verify trén moi trudng test ciing
nhu van hanh trén moéi truong that
Hién tai phia ShopeePay hd trg cau hinh tai khoan véi 2 level:

doi tac.
S/N | N¢i dung Yéu ciu Két qua
1 Create Dynamic QR - khéi tao don hang | @  S4 tién giao dich truyén qua nhan

thanh cong va hién thi m3 QR (cho
ludng Web PC)

1én 100
e Xac thyc chit ky sb & response phia
ShopeePay tra vé

QR Invalidate - v6 hi€éu héa ma QR
thanh cong

e Xac thyc chir ky s6 & response phia
ShopeePay tra vé

Check Transaction Status - van tin trang
thai giao dich

e Vén tin trang théi giao dich:
o Thanh cong
o  Thét bai
o Pangxuly
e  Xic thyc chit ky sd ¢ response phia
ShopeePay tra vé

Notify Transaction Status - callback
thong bao két qua giao dich cho don
hang thanh cong

e Xac thuc cac thong tin trong
callback:
o Sb tién giao dich
o Ma don hang
o Merchant _ext id/ Store_ext id
khéng trung voi thong s6 2 bén
da dang ky voi nhau
e Xac thyc chit ky s6 & request phia
ShopeePay goi qua

Create Refund - hoan tién giao dich

e Hoan tién giao dich:
o Thanh cong

o Thét bai
o PDangxuly
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Hoan tién giao dich thanh cong:

o Hoan tién toan bd

o Hoan tién 1 phan

S tién hoan truyén qua nhan lén
100

Xac thuc chit ky s6 & response phia
ShopeePay tra vé

Create Order - khdi tao don hang thanh
cong va redirect dugc qua URL phia
ShopeePay (cho ludng mobile web/
jump app)

Sb tién giao dich truyén qua nhan
1én 100

Xac thyc chit ky s6 & response phia
ShopeePay tra vé

Order Invalidate - huy don hang thanh
toan

Xéc thyc chit ky sb ¢ response phia
ShopeePay tra vé

Merchant Portal - kiém tra thong tin d6i
soat

Xac nhan cac trudng thong tin dé
d6i soat

Xac nhén cac truong thong tin thém
ma d6i tac truyén qua khi goi API
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